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IC-74-2130
18 November 1974

MEMORANDUM FOR: Chief, PRD

THROUGH :

SUBJECT

Ad hoc Intelligence Group on Exchanges
(IGE)

1. The attached draft report reflects more pragmatic
thinking about the IGE's role in the community. Principally,
the IGE concedes net assessment and/or policing technology
loss as beyond their scope. In the current draft the IGE
does not seek USIB Committee status, but will function
essentially as its predecessor organization. The IGE requests
ad hoc status courled with an annual review. The IGE also
requests that the intelligence community agencies assign
sufficient priority to upgrade their contribution to the
exchange problem.

2. These recommendations contradict those proposed
earlier. During the week of 11 November, | |had a
telephone conversation with | | Chairman . I
understand |conveyed concern about the IGE as a
permanent U ommittee, policing technology losses, and
pursuing net assessments. At that time | | essentially,
related to] | the outline described above.

3. The IC Staff has been successful in preventing USIB
committee proliferation, however, the alternatives mentioned
previously may still be worthy of consideration. Since the
IGE will be serving technology consumeérs in the intelligence
community, we might open the possibility of establishing the
IGE as a Subcommittee to the SIC or HRC. I have introduced
the proposal to] | Chairman SIC, but have not
received a reactiom. Please advise if you feel additional
initiatives should be taken. Otherwise, I will consider IGE
draft proposal as acceptable and desirable. "~ '
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MEMORANDUM FOR: Members IGE

FROM Chairman IGE ' :

SUBJECT t Draft USIB Report

). The IGE meeting has been rescheduled to 0915, 21 NOV 1974, 8th
floox con;erence XOOm, - = .

2 The attached draft USIB report will be dlSCUSSEd at our next meeting.

: 3.n All corrections, querles, and comments pretalnlnq to the aDDEndlceS R
. of this draft report should be addressed to A ‘ | 25X

e .. 25X1
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I. Background

A' A principal reason for the Intelligence Board's action
in establishing the ad hoc Intelligence Group on Exchanges (IGE)
was to respond to concern that under "detente" the US is giving
the USSR, through ;he export of advanced technology and industrial
kndw-how, significant miliﬁary and economic advantages, while it
appeéfs to many responsible US officials that the US is getting -
ﬁéfy'litﬁle; if'aﬁyﬁhing; in returm. |

"B. Thié:ﬁas and:ié a problem of natienal scope. Theré a;é
impgrtant intelligence ramifications but there are also ﬁ;nyé%:”‘

considerations which are beyond the purview of the Intelligence.

A

.Board. The necessity of grappling with a national problem whilé

staying within the confines of Intelligence Board responsibiliries
has' proven to be very difficult. As a consequence, the IGE's

Interim Report of 21 May 1974 (USIB-D-43.1/4) was basically

unsatisfactory to most Intelligence Board members. Some criticized

the report for staying too close to the traditional parameters.of
Community activity; others apparently feared that the IGE was .
preparing to intrude into the prerogatives of other departments -

and agencies, into policymaking, or into criticism of the policy

makers.
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1I. Net Assessment

A. 1In spite of long deliberation, the IGE has not satisfied

" its members (largely representatives of the Department of
Defense) whe are principally troubled by technology lossas and who
Wanﬁ net'df damage assessments performed and stronger measures
adopted fo'stem or control the export of US technology and
teehnologlcal data.-"The consensus is, however, that other us
government mecﬁanlsms are available for these purposes and that
the IGE need.not and should not be dlrectly 1nvolved in net .

R

assessment and control of US technology loss.. R ;ﬂ“'

The Intelllgence Board dlrected the IGE (USIB—Mr670) to
prepare a.llst and review of [the] mechanisms' which do perform
.these functlons. f£e ICE finds that they are indepeandently =
organlzea bet w1th con51derable 1nterre1at10nsh1p and that they
may.be’diﬁidea into three tightly defined areas of reéponsibility.
1. oéé g;eup is';espeneible fo;'tﬁe overell

administration of US export policy (See'Attachmeﬁt'"A,"

and aceompanying diagram, "Interagency Coordination');
:fZ. A second.group is responsible for the

administration of classified technology and visitor

controls and for counterintelligence and internal

security (See Attachment "B"); and

P e |
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3. A third group performs assessment of the net

gain or loss from exchanges and commercial contacts
and reviews the effectiveness cof the administrative
mechanism supporting US exchanges and commercial
contacts (See Attachment "C" and accompanying diagram,

f ”Interagency Coordination).

. iII;:Théfﬁoié”of Intelligence

» ;ThéLiﬁtelligence‘Board also directed .the IGE to . !

so2Preview ‘ardd make recommendations regarding - -

;3thefiolefof intelligence in exchanges.” -
In considering this charge, the IGE restricted itself to a study

of its own role.:

B..- The .IGE: :

3‘f1;fﬁis asked:to-provide intelligence opinion and

”:;miﬂadvicexto those’US Government departments, agencies, and R

" organizations responsible for'admiﬁistering us exéhangés f?
. with the USSR and Eastern Europe; similar supﬁort requeéts
are occasionally received on US "unofficial" exchanges
~with the PRC and may increase sharply if problems relatedr'
“to the ektreme sensitivity of the US~PRC relationship are
resolved;
2.‘ is also asked for frequent similar support for

those US Government departments, ageuncies, and

i
|
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;33 organizations responsible for administering Ué commercial
! relationships with the USSR and East Europe, and
3. is responsible for supporting those engaged in
foreign.intelligence collection based on the opportunities
3}effordedvbyeexehanges and .commarcial contacts.

TheiIGELmechanism to handle requests for intelligenée

.

,Moplnlon and adv1ce on exchanoes and commercial contacts and to
support collectlon efforts based on them had fallen 1nto dlsarray

'untll reconstxtuted by the Intelllgence Board in March 1974. -

The IGE is’ a consultatlve conmittee which meets often (aporox1matelv
10 timeslfrom’MarbhrOctbber 1974) and whose members provide the
v1nte111gence Support requested through the IGE Secretarlat.u'h

fmehe.Secretarlat 1s the actlon element of the IGE.Y It 1s presently

staffed by twoifull—tlme CIA officers, an Intelllgence Asqlstdﬂt

and.a Secretary; An examination of the functions of the Secretariat

FENENNTL S AV DL TR i

in detail reveal much about the current "role of intelligence in

i1 exchanges™ (See Attachment "D").

IS L D. The IGE's recommendations on the "role of intelligence
in exchanges' are included with other recommendations in paragraph

VI below.

b
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Iv. Developments Since March 1974 .

PRSPPI

A. Progress

: 1. -As a committee, tne IGE has made real progress in

it

understanding the scope and complexity of exchanges and

1
T o _ ,f-commerc1al contacts, the differing and complementary

roles of the many us Government mechanlsms 1nvolved and

3itsfown;goals-and objectlves;

e e P

The IGE Seeretarlat has beep reconstltuted and 15 o !

”fperformlng effectlvely, although with increasing dlfflcul

BEPE PR IS

as its workload mounts; . S .
v ¢ _ R i

3. The Department_of State has amended visa procedures

L R TN WSR-S Y

”ffor Sov1et commerc1al v151tors ‘tc provide more. 1nformatloq : . ;

concernlng the nature and purpose of v131ts and to facillLate .

,'dlssemlnatlon of 1nformdL10n and prlor consultatlon among v

interested US Government agencies. Consideration 1s also
being given to developing new visa procedures for East

European commercial visitors;
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4. The Department of the Air Force has organized
an internal "IGE" representing its intelligence and

security components to increase support and respond

better to requests; and

uim'5.§”The Defense Intelligence Agency has also taken

... steps:better to organize support to the IGE and through

‘thé'Sééfetariatl R

The horkload

Slnce March 1974 however, the scope of the problem‘
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and thé*workload have ccgtinued to grow sharply. S s S

l.k The spec1allzed cooperative agreements under the

.US—USSR General Agreement of 19 June 1973, have 1ncreased

";from 8 t *ll Wlth the 1974 addition of agreements on-

FE fEnergy; Hou31ng; and Research*on an Art1f1c1al Heart.
Ll e : BN
The overall grow*h of th@se new worklng groups and th81r : T

.

'attendant;projects~have substantially increased the time - é

7 e i R

required, volume, and complexity of the intelligence
support. In addition, the ongoing projects are causing
% " | - greater problems because of lack of lead time; (See

Attachment "E," "US-USSR Specialized Cooperative Agreements’

. and Attachment "F," “Statisti¢s on Exchange Visits [US-USSR].
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2. Past student excnanges with the USSR were based
on understandings of the maximum number of studenis to
be exchanged; now, however, the Soviets have imsisted on
agreements which stipulate the minimum number to be

 3‘exchanged, leaving the possibility of great increase§
'?in goviet students without long advance notice; (See

13;Atfachment‘"G,","Soviet Students [19741."™)

3. The present 1imited student, S&T, and separate

G f;f¢‘~- . pilateral exchangas betwzen the US and East Furope may

become- full-fledged governmeht—to—government agreements,
3 similar to the cae between the US and Romania (See
I '  Attachment "H," "Exchanges Visitors from Eastern Europe'); and
B » 4. Commercial contacts between the US and the USSR,
East Europe, and the PRC continue -to proliferate at a
rate which is difficult to appreciate fully. The

Department of State estimates that 750 Soviet commercial

visitors came to the US in 1973. (The FBL estimate is 1,299.)

If legislation is passed to expand most favored nation
treatment to the USSR and ExIm bank authorization is renewed
permitting the US to compete with Western Europe and Japan
in providing export financing, the US Embassy, Moscow,
foresses a minimum 257% increase of commercial visitors in

1975. The probable implementaticn of new visa procedures
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with respect to East European commercial visitors will
lead to a further workload but for the first time will
allow the IGE to monitor the volume and complexity

of these exchanges. (See Attachment n1," "Soviet and
' East Furopean Commercial visitors')

IFJ(See;the'following attachments for further informa-

Gf;tien eeVUS—USSR, Eastern European exchange agreements:

.gz"J.ﬁ;Current US-USSR Agreements .

;s K. Other-Agreements)

Ve oo Current. Problems
In splte«of apparent progress, the current :ask is bejoq4
the capablllty ‘of the IGE mechanism. With the significanﬁﬁif:

1ncrease in exchances and commercial contacts 111ueerated ebove,

D

the Intelllgence Communlty is falling Larther beblnd in its -

reeponSLbllltles. fhere is no agreed Intelligence Comnunlty
priority‘for'the IGE effort and, therefo;e, imprqvemente to date
have been'advhoc, limited, and uneven.
':A;”;Staffing
| < Only CIA has provided priority support to the IGCE,
» ‘including a Chairman, the Secretariat, and significant'

analytical effort; the absence of an agreed Intelligence

Community priority has prevented other IGE members from

making a contribution of tlhe same magnitud

1.-«.:
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B. Analytical Input

CIA is able to respond quickly to requests for
intelligence advice and opinicn because its analytical
resources are concentrated in Yashington. The analytical
compqgénts'ofvgome other IGE members, however, are
loéaﬁéélbﬁfgid; of the Washington area; to obtain
théifi;espbﬁéeg.ﬁay_require up to éne week. As a
Acoﬁsequeﬁge; a’disproportibnate share of intelligence

advice and opinion on exchanges-and commercial contacts...

has cbﬁe fibquiA. Genérally,‘thé iﬂput of the other 545;;
IGE membefé:has been én,the national seéurity implicatioas .
of éxéﬁahéés-and‘commeréial contacts. Reliance primarily
on‘CIA #naly51s denles the special competence and unique
1ntelllgence 1nputs of the other IGE members.- |
C. The PRC .- |

The Department ofvState has not yet asked the IGE to
provide intelligence advice and opinion on US exchanges and
commercial contacts with the PRC because of the sensitivites
of the unique relationship betweea the US and the PRC.
The responsible organization for most exchanges with the
PRC, the Cbmmittee on Scholarly Communication, has declined

to deal direcily with Intelligence Community representatives.

[ B .,“'.!
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' D. The Assigument of Escort Otficers to Commercial Delegations

i Visiting the US

B "~ U7 A new issue not discussed in the Interim IGE Report

has_resoire& from the continuing concerms that US ianterests

'éré.aHVérsely affected by commercial contacts between us

s i

and Soviet commerc1al representatlves." By arranoement w1th

"the-Debartment of Commerce, the Department of Defense has

attached eScort officers to seiected Soviet commercial.

. ; LA A
- - .- - - - Ty oA

delegatlons V151t1ng the US. The intent is for the’escoif

*.'

c,-»' b

offlcer to monltor (control) p0551b1e traqsfer of sen31t1ve

technology durlnc such v151ts but early experlencc 1nd1cates

' 7that an'escort ofticer cannot accompllsh ‘this. However, ‘he

céﬁffdﬁction'as'ah intelligence collector. The assighment

.\.

of an escort offlcer for control purposes is not a propez

% AEIGE : functlon j

AJ The question is

R " now raised, however, whether the LCE should become reinvolved

10—

R T T B |
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in coordinating the assiynment of inteiligence collectors
to exchange and selected commercial delegatioms.

VI. Recommendations

N ' NIy
PSRRI NN L Y-

The IGE recommends:

:iA{ That the IGE and 1t Secretariat need not and should

"not be dlrectly 1nvolved 1n net assessment and/or control of

(”Qi; US technology.loss,

"B.' That the IGE and 1te Secretariat should functlon

essentlally as 1ts predecessor organizations did, under Intellloence

't>w111 ;espondrto the requests of the Department of Srate for

intelligence advice or opinicn on specific exchanges or commercial

relatiohshipsL éﬁd_wil1fbe prepared to provide similar support to

-covéf:feleéioﬁehips4which may develop in the future between the US

and other countries designated by the Department of State (e.g.,

??VAA~ : the PRC or Cube); .

C. That the Intelligence Board reaffirm the IGE's status as

LA
% ke e

an ad hoc committee of the Intelligence Board,iwith yearly review

and justification, to ensure continuity of its effort;

D. That the Intelligence Board assign priority sufficient
to allow IGE member departments and agencies to upgrade the level

if of their contribution;

__Approved For Release 2004/05
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Board authorltles and w1thout sharply 1ncreased respc ;1b111t1es. The IGE



Uk b e

Approved For Release 2004/05/05 : CIA-RDP80M01082A000400080001-3

E. That the IGE be renamed the ad hoc Interagency

Committee on Exchange ' ; and

, F. That Director of Central Intelligence Directive 2/6

be issued to reflect the continuing status of the renamed IGE.

a3




